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7626 W Windrose Peoria, AZ 85381

Phone: 623.271.4227 

Email: chrisbrewer.az@gmail.com
     
                          Information Security Specialist


I am a highly experienced IT administrator; during my 11 year career I have supported various operating systems and applications. While with IBM I provided 2nd and 3rd level support for Windows Server 2000, 2003 and 2008. I was responsible for OS changes, troubleshooting and patching. I also supported the Stratus VOS environment and helped diagnose network connectivity problems. I have a large home lab consisting of several Windows 2003/2008 servers, a virtual box running Back Track 5 Linux, a Cisco 2611 router and a Cisco 2950 switch.

Core Skills

 SHAPE 



Systems Analysis


Web Application Testing

Network Troubleshooting
IT Support (2nd/3rd Level)

Application Troubleshooting

Quality Assurance Tests Windows Server 2008, 2003

Vulnerability Scanning

Hardware Troubleshooting

Software Support


Server Penetration Testing

TCP/IP 

Microsoft IIS



Cisco Switches/Routers

Packet Analysis
VOS Operating System

MySQL Databases


VMware

Technical Writing


Windows Security


PCI DSS 
OWASP Top 10


User Account Security

Group Policy Management
SFTP / Telnet



SSH




HTTP / HTTPS
SQL Injection Testing


Malware Detection / Removal

Intrusion Detection
CA-Unicenter



Tivoli




Remote Desktop
Tools Used

 SHAPE 



BackTrack 5



Cain and Abel



Nmap

John The Ripper


WireShark



Metasploit

THC Hydra



Nessus



Ophcrack
Netcat




Aircrack-NG



Nikto
TrueCrypt



Oracle VirtualBox


SQLMap
OpenVAS



P0f




ZenMap

Certifications 

 SHAPE 



EC-Council – CEH v7 October 2011

CompTIA - Security+ February 2011

Cisco - CCENT June 2011

Professional Experience

 SHAPE 



IBM - Systems Specialist, Phoenix AZ ▪ 2002 – 2011

2008-2011

As the senior Stratus administrator I was responsible for the operating system, applications and user account security/creation on the machines. The Stratus environment consisted of over 30 different servers that processed millions of dollars of transactions daily. 
In the beginning of 2008 I became the only IBM employee working in the new GNS command center. This was a high profile position and was frequented by senior management from American Express and international banking clients. I frequently worked directly with banking customers troubleshooting their point of sale applications and file transfer utilities. This involved in depth packet monitor analysis, detailed log examination and network troubleshooting. I was also part of the Quality Assurance team for bringing new customers into the GNS and Stratus environments. This involved verifying network connectivity, ensuring the correct ports were open and that the right devices were configured on the Stratus.

2007-2008


In the beginning of 2007 IBM made the decision to outsource the Windows environment support to South America. I assisted on the transition by participating in several planning meetings and helped train the new staff. During the 10 month project we migrated our support to the team in Argentina. During the migration we provided continual support for the Windows server operating system while the new team was responsible for application issues. Once the transition was complete I took this opportunity to learn a new operating system environment called Stratus. Stratus replaced the windows servers that supported the GNS application. In the end of 2008 the other Stratus administrator on my team left the company. This allowed me to move into the senior Stratus administrator role.
2002-2007
During this time I was the senior Windows 2000 / 2003 server administrator for my team. The Windows environment consisted of over 1,500 servers in a 3 floor data center. I managed user accounts, domain controllers, IIS and various other applications. I was also the primary support for the Global Network Services (GNS) team with American Express. The GNS project processed baking credit cards throughout the world and had over 30 different customer locations. I managed these servers remotely using Unicenter Remote Control. I was responsible for server patches, operating system stability and all financial transactions that processed between the banking customers and American Express. I frequently coordinated with other support groups to troubleshoot hardware and networking issues. 
Major Accomplishments

Promoted to Focal Point, acted as liaison between team and management

I found an issue with a premium partner that was experiencing over 4,000 credit card authorization stand-ins per hour. I ran a packet monitor on the connection and identified the problem. The partner was sending RST packets after each transmission causing the line connection to end. I worked with the partner and other support groups to resolve the issue.

I Created 25 page training document for GNS showing how the flow of the GNS authorization process and how to troubleshoot issues. Trained team members individually using this new document

I worked with the GNS leadership team and helped them transition a partner off or the Stratus operating system onto a new platform. During this testing I found out the partner had not moved all of their credit card authorizations from Stratus. These links were set to be decommissioned that day. If I had not discovered the problem that other groups missed this would have resulted in a large financial impact to the customer and American Express.

American Express - Systems Management Professional, Phoenix AZ ▪ 2000 – 2002

During my time with American Express I worked in world class datacenter housing over 3,500 servers. I performed system changes on Windows servers, installed patches and maintained the operating system. In 2001 I began supporting the American Express brokerage account. This involved maintaining the brokerage quote services application and performing upgrades to the server. I also supported several different vendor specific applications and worked with support teams outside the company.
Major Accomplishments

I ended a 30 minute major outage to AmericanExpress.com by correctly identifying the issue and resolving the problem.

I was promoted from NT non web support to the high profile American Express brokerage site. I ensured that the site was running and stock trades were processed.

Training | Education  SHAPE 



Sun Intrusion Detection – 2005 – Sun training center. Mesa, AZ

Sun TCP/IP – 2004 – Sun training center. Mesa, AZ

VOS System Administration - 2004 - Stratus training center. Scottsdale, AZ

